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YTBbPHKOABAM: 3anuyen nodnuc Ha ocHoeaHue un. 4 om OP3[
CraHucnasa Konesa
AunpeKktop
Ha OY ,A. H. MaTtescku”
rp. Mepununepu

NMPABWUJIA 3A BESONACHOCT HA YYEHUUUTE B KOMNIOTbPHATA MPEXA B OY
»OANMUTBP MATEBCKN“ U B UHTEPHET

Llenute Ha HacToAwwmTe MNpasuna ca aa ce:

* rapaHTMpa NPaBOTO Ha yYeHMUUTE Ha AOCTbMN A0 NoAxoAAawa MHGOPMaLMA U maTepuanu B
MpeXKaTa;

" OCbLUECTBM MNPEBEHLUA U CUHTE3MPA Ha €4HO MACTO MHPOPMALMATA 3@ ONACHOCTUTE B
WHTEpHeET;

" NpeaocTaBAT KOHKPETHM HACOKM 33 3aKpuna Ha yyeHuKa M 6e3onacHo nosegeHue B
KOMMIOTbpHaTa mpeska B OY ,,AnmnTtop Matescku”, rp.Mepuunepmu n 8 UHTepHeT;

* nofobpu KOopAMHALMATA U OTTOBOPHOCTUTE HA YYaCTHULMUTE U/UNMU BCUYKU 3aUHTEPECOBaHMU
CTPaHMU.

OCHOBHUTE NPUHLUNMK 33 paboTa B KOMMNIOTbpPHATa mpexa B OY ,Aumutbp MaTeBckn“ u B
UHTepHeT ca:

1. PaBeH JOCTbN Ha BCUYKM yYeHULMU;

2. 3aWwmnTa Ha y4YeHUUMTEe OT BPEAHO MW HE3AKOHHO CbAbPXKaHME M MHPOPMaLMA KaTo:
CaMOHapaHABaHe, TbProBMA C HAPKOTULM, Xa3apT, NponaraHgmMpaHe Ha BpeaHM U ONACHM HAaBULM U
OeNCcTBMA KaTo aHOopeKcua, byanmua, nopHorpaduma, TofepupaHe Ha pasnmyHM GopmMu Ha Hacuaue,
nponosajBaHe Ha TEPOPU3LM, eTHMYeCKa n pPennrmosHa
HeTo/IepaHTHOCT, camoybuncTeo n gp.;

3. 3aunTaHe U 3alwmMTa Ha AMYHaTa HENPUKOCHOBEHOCT;

4. NoArotoBKa M KOHTPOA Ha yYeHUUMTe 3a 6€30NacHO U OTTOBOPHO NOBeAEHNE OHNANH;

5. CbTpyAHMYECTBO B AyX Ha TONEPAHTHOCT M A06pPOHAMEpPEHOCT MeXay YUYMIULETO WU
poautTennte/HactTonHUUMUTE.

KomnioTbpHaTa mpe’Ka B y4M/INLLETO Ce M3N03Ba B y4eOHUTE YacoBe caMo 3a 06pa3oBaTenHU
uenun. Lsnata mperka obxBalia KOMNIOTPUTE, CBbP3aHU C KabenHu u/mam 6e3KMYHU BpPbB3KM,
CUTYMPAHMU B KOMMIOTbPHUTE KabuHeTn, obopypBaHM KNACHM CTan U aAMUHUCTPATUBHUTE
NOMELLEHWNA Ha YYUULLETO, KAKTO U YCTPOKMCTBATA (MEePCOHANHM CMApTHOHKM, nanTonu n Tabnetn) ¢
6e3)KMYeH [OCTbN A0 UHTEPHET.

YyeHUUUTEe UMAT NPaBo Ha:
1. PaBeH pgoctbn A0 Mpexata Ha OY ,Aumutbp MaTeBCKM”, C U3KAKYEHME Ha
KOMMIOTPUTE B aAMUHUCTPATUBHUTE NOMELLLEHUA.
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2. Pabora c ycTpoiictBaTa (KOMNIOTPK, NanTonu 1 TabneTn) B MperkaTta C NoAKpenaTa Ha yyuTen.
3. ObyyeHuMe 3a 6e3omacHO M OTFOBOPHO MNOBeAeHME B MperkaTa Ha obpasoBaTenHaTa
WMHCTUTYLIUA N B UHTEPHET.
4. UHdopmaums 3a npaBunaTta 3a paboTa B mpexKaTa.
5. CurypHa umdpoBa cpesa B y4NAULLETO.
6. Mon3BaHe Ha MOOUAHUTE CKU YCTPOMCTBA M3BBH Yy4ebHMA npouec (NoymBKaTa W
MeKaydacuaATa), a NPy M3PUYHO YKa3aHUe Ha yuuTen — 1 B y4ebHMA Yyac 3a ueaunTe Ha yuebHuma npoLec.

Yact |. OTroBOopHOCTM Ha pbBKOBOACTBOTO Ha OY ,Aumutbp MaTteBcku” n Ha yuutenure,
pabotewm c MHGOPMALMOHHO-KOMYHUKALNOHHU TexHonoruu (UKT)

OVpPeKTopbT Ha YYNIULLETO:

1. OpraHu3suMpa AenHOCTTa NO M3MNbAHEHMETO Ha Te3W NpaBuAa M OCUrypsBa AOCTbM [0
KOMMIOTbPHATA MpeXa, epeKTMBEH W TMOCTOAHEH KOHTPOJ, MJAHMPAHETO Ha MEpPKM Mo
OpraHusaumsaTa 3a cnasBaHe Ha npasuiaTa 3a pabortata Ha yyeHWUMTE B MpexkKaTa M 3awmTta oT
BpeaHO WM HE3aKOHHO CbAbprKaHUe B UHTEpPHET.

2. Ocurypasa Npu TEXHUYECKA BB3MOMKHOCT NpocineasBaHe Ha TpaduMKa, OCbLLECTBABAH ypes
MperKaTa Ha 06pa3oBaTesIHATa MHCTUTYLMA.

3. Mpw KOHCTaTMpaHe Ha C/ly4yan Ha KMH6epTopMO3, HE3aKOHHO CbAbpXKaHWe U NoBeAeHUe B
MpexkaTa Ha obpasoBaTesiHaTa MHCTUTYUMA U/MAM B  WHTEPHET yBeaoMsBa He3abaBHO
KOMMNeTeHTHUTe opraHu — upekumsa ,,CoumnanHo nognomaraHe”, no mectonpebusaBaHe Ha y4eHUKa
n naBHa paupekuma ,bopba c opraHM3MpaHata nNpPecTbnHOCT”, cneunanmsanpaHuaT oThen
,RnbepnpectbnHoct” Ha MBP. B Te3n cnydyan OKa3Ba HY)KHOTO CbAelCTBME Ha KOMMETEHTHUTE
OpraHM C Uen YCTAaHOBAIBAHE Ha W3BLPLUMTENINTE W Mpeanpuema MepKM 3a NPOTUBOAENCTBUE WU
npemaxsaHe Ha CbOTBETHOTO CbAbP)KaHME OT MperkaTa Ha obpasoBaTeniHaTa MHCTUTYUMA. MoxKe ga
No/ly4aBa M KOHCY/NTAHTCKa NomMoLy, OoT HaunoHanHMA LeHTbp 3a 6e3onaceH NHTepHET.

4. OpraHu3uMpa B Ha4yan0TO Ha BCAKA y4yebHa rogMHa 3ano3HaBaHE HA Y4YeHuuuUTe W
poautTennte/HacToMHULUMTE C NpaBunaTa 3a 6esonacHa paboTa B mpekaTa.

5. OcurypaBa OTrOBOPHO AuLE (CNYKUTEN WAM HAeT BbHLEH Cheunannct), Koeto Aa
M3NbAHABA PYHKLUMNTE HA CUCTEMEH agMUHUCTPATOP.

Yuutenure u yuutenute, paborewm c UHGOPMALMOHHO-KOMYHUKALMOHHU TexHonorum (UKT)
Ca ANbXKHU ga:

1. PasacHaBaT NpaBmiaTa 3a 6e30nacHO U OTTOBOPHO NoBeAeHMe Npy paboTa B mperkaTta Ha OY
L2ANMUTbP MaTeBCKU” U B MHTEPHET.

2. OcbluecTBABaT MOCTOAHHO HabAOAEHME M KOHTPO/ BbpXy paboTaTta Ha y4vyeHuuuTe B
mperKaTa Ha QY , Anmntbp MaTeBcKn” B y4ebHO Bpeme.

3. MpeanpvemaT He3abaBHW MepKM 3a MPeyCcTaHOBABAHE Ha AOCTbMa HA Y4YeHUUuMTe A0
HEe3aKOHHO M BpeAHO CbAbpiKaHME B MperKaTa.

4. YBeoMABAT He3abaBHO AMPEKTOPA Ha YYMIMULLETO NPW HapyLLIaBaHe HA NpaBuaaTa, ciyyvau
Ha KM6epTOpMO3 MU MPU YCTaHOBABAHE Ha HE3AKOHHO M BPeAHO CbAbPKaHWE WU NOBEAEHUE B
MpeXKaTa.

5. Okas3BaT nogKpena Ha Yy4YeHUUM — o0BeKT Ha KuMbepTopmos, upe3 NbpBOHAYANHA
NCMXONOrMyecka NoAaKpena OT YYMAULLHUA MCUXONOr UM Ype3 Pa3roBOp OT CTPaHa Ha yuuTen 3a
CHU)KaBaHe Ha HaMnpeXXeHWEeTo Y yYeHMKa.

6. CurHanmsmpat npu HeobxoammocT Anpekuyma ,CounanHo nognomaraHe” no MecToKnMBeeHe
Ha YY4EeHWKA C LEeN OLEeHsBaHe Ha HYXAaTa OT HAacouyBaHE KbM COLMAJIHWM YCYTK 33 OKasBaHe Ha
nocnepBalla nogKpena.

CUCTEMHUAT aAMUHUCTPATOP:
1. OcurypsBa obuwaTta 6€30nacHOCT M GYHKLMOHANHOCT Ha MpeXKaTa.



2. Mpepnara M npunara MepKW, OrpaHUYaBallyM AOCTbMA Ha y4YeHUUUTE OO0 BPEeSHO Wau
HE3aKOHHO CbAbp)KaHMEe U NoBeAEeHME B UHTEPHET B CbOTBETCTBME C AEMCTBALLOTO 3aKOHOA4ATENCTBO
Ha Peny6aunka bbarapwms.

3. U3BbpluBa NnepuogmnyeH nperned Ha KOMNITbPHaTa mpexa Ha OY ,Aumntbp MaTeBckn“ 3a
HanMuMe Ha  Bb3MOXHM  3anMjaxM W PUCKOBE 3@  CUTYPHOCTTA  Ha  ydeHuuute
npu paboTa B UHTEPHET.

4. Cneav TpadurKa, OCHLLECTBABAH Ype3 KOMMIOTbpHaTa Mpexka Ha QY ,Anmntbp MaTeBckn®.

5. Mpeanpuema Hes3abaBHWM MEpPKM 3a MpeycTaHOBSIBAHE Ha A0CTbMAa HA YYeHuuuTe A0
HE3aKOHHO 1 BpeaHO CbAbpKaHMe B MperKaTa.

6. YBegomaBa He3abaBHO AMPEKTOPA HA YYUAULLLETO NPU CyYamn Ha KMBepTopMo3, HapyLUaBaHe
Ha NpasunaTa UAKW NPU YCTaHOBABAHE Ha HE3aKOHHO CbAbpXKaHMe UK noBeaeHne B mpexara.

7. CbpelicTBa 3a YCTAaHOBABAHE Ha M3BbPLWKUTENN Ha KMOEpTopMo3 M npunara Mepku 3a
OorpaHMyaBaHe Ha TaKMBa CAyYau.

Yacr Il. Mpasa n oTrOBOPHOCTU HA poauTenure

Poputenute nmart npaso aa:

1. MonyyaBat nHPopmMaLUA 32 PUCKOBETE U 3annaxmTe 3a 6€30NacHOCTTa Ha TEXHUTE Aela Npu
paboTa B UHTEPHET B YYNIULLETO U BKbLLM.

2. Bbaat cBoeBpeMeHHO MHGOPMUPAHU, aKO AETETO UM e 0BEKT Ha KWOEPTOPMO3 B YYUAULLETO.

3. YuyacTBaT CbBMECTHO C PbKoBOACTBOTO Ha OY ,Anmutbp MaTteBcku” npu paspellaBaHe Ha
BCEKWN KOHKpeTeH npobaem, cBbp3aH C HapyllaBaHe Ha NpaBuaaTta OT CTPaHa Ha TexHUTe Aela.

4, YyacTBaT CbC CBOU NMPeaoKeHNA B onpeaesiaHeTo Ha NpaBuaaTta U MmepKuTe 3a 6e3onacHo
M3Mnon3BaHe Ha UHTEPHET B YYUIULLETO.

5. NonyyaTt nHpopmauma 3a UHPOPMaLNOHHO-CUTHANU3ALUNOHHM NAATHOPMM KATO:

www.gdbop.bg;

www.cybercrime.bg;

www.spasidete.com;

www.safenet.bg;

www.facebook.com/bgcvbercrime.

Popgutenute HocAT OTTOBOPHOCT Aa:

1. MomorHaT Ha AeTeTo CU Aa U3rPaaM YMEHUA 32 OHNAWH 06LLyBaHe M 6e30NacHO U3NoN3BaHe
Ha UHTEPHeT.

2. OcbluecTBABaT NOCTOAHEH KOHTPOA 33 CUIYPHOCTTA Ha AETETO CM B UHTEPHET.

3. MpoABABAT UHTEPEC KbM aKTUBHOCTTA HA AETETO CU B MPEXKaTa, BKNOUYUTENHO U Cb343aBaHETO
Ha NPOPUAN B COLMANHU MPEXMN U PETUCTPALUMN B CAiTOBE U MOOUAHU MPUNOKEHUA, KAKTO U Aa
Pa3ACHAT NOC/NeACTBMATA OT Cb34aBaHETO U/MUAN Pa3NpPOCTPAaHEHNETO Ha ONpeaeneHo CbAbprKaHme.

4. Mpwn ycTaHOBABAHE, Ye AETETO MM € XKepTBa Ha KMbepTopmos, Aa CUTHANM3MPAT Ha OTAEeN
,KnbepnpectbnHoct” Kbm [naBHa Aaupekums ,Bopba ¢ opraHu3MpaHata npecTbnHocT”
(http://www.cvbercrime.bg/bg), nan LUeHTbpa 3a 6e3onaceH nHtepHet (https://www.safenet.bg/),
KaKTO M MoraT Aia NoTbPCAT cbaeincTene oT Anpekums ,,CoumanHo nognomaraHe” no MecToXKmMBeeHe
Ha YYEHMKA C LeN OKasBaHe Ha McMxonornyecka nogkpena. B Tosm cnyyait Tpabsa ga yseaomsT (B
YCTHa UAn nucmeHa ¢opma) n aupektopa Ha OY ,Aumntbp MaTeBcKku”.

5. CbxpaHABaT 34paBeTO HAa AETeTO, KaTo NPOC/ieaAABaT BPEMETO 33 U3MO0N3BAHE HA UHTEPHET.

6. YBegomaT aumpektopa Ha OY ,Oumutbp MaTeBCKM”, KOraTo MM CTaHe M3BECTHO, 4e
AEeTETO UM e 0BEKT Ha TOPMO3 OT APYro AeTe, C KOETO Ca CbyYeHUUN.

Yacr lll. O6wm npaBuna 3a 6e3onacHo obulyBaHe B UHTEPHET 3a yyeHUuUTe (aganTupaHm 3a
TAX)

KaTo y4eHMK CbM ANbMKEH Aa cnassBam cnegHute npasuia (AKo ce 3aTpyAHSABaAM B TAXHOTO
pa3bupaHe, mora ia noay4ya nogKpena ot poauTeNn UaK OT yuuTen, 3a Aa M1 6baaT 06ACHEHMN.):
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1. He paBam nuyHa MHPOpMaUMA: MMe, agpec, Naposia OT eNeKTPOHHA nouwa, npodun B
CouManHa mpexa, 1nyeH TenePoHeH HOMep, YYUIULLETO, B KOETO yuya.

2. He paBam nHpopmauma 3a mectopaboTata Uam nndeH u cayxxebeH tenedoHeH Homep Ha
poguTennte, HacToOMHUUMTE, O6AU3KUTEe, nNpuATeNnTe, CbyvyeHuMuuTe W no3HatTute cu bHes
TAXHO paspeLleHune.

3. He nsnpauwam v He KauBam OHIaH CBOW CHUMKU 1 BUAea, 6e3 npeam ToBa Aa e o6cbaeHo U
B3E€TO peLleHne C poamTennTe Mu.

4. He n3npauwam 1 He KauBaM OHJIaliH CHUMKM M BUAEA HA NPUATENU, CbyYEHUUM, POSHUHM,
yuntenu, 6au3KuM, nosHaTn 1 ap., 6e3 npegm ToBa ga e 06CcbAEHO C TAX, @ B C/ly4anTe, KOraTo ce Kacae
33 MOM NPUATENN, CbYYEHULM, 4@ € CbINAaCyBaHO OT TAXHA CTPAHa U C poaUTeNUTE UM.

5. He otroBapAm u He oTBapsm npuKadeHn ¢ailnoBe Ha €NeKTPOHHA nowa, noay4vyeHa oT
HenosHaT noaaten. Ta MoXe Aa CbAbP)Ka BUPYC UK Apyra 3/10BpeHa Nporpama, KoATo Aa yBpeau
KomnioTbpa/TenedoHa/Tabneta uam aa ro Hanpasu yA3BMM 33 BbHLUIEH AOCTHN.

6. Lle ce nocbBeTBam C poauTenuTe cu/yuuten, npeau Aa CBans WAM MHCTAIMPam HOBA
nporpama/npuaoxeHne Ha KOMNOTLP, TenedoH, TabneT, KaKTo M He NPaBA HULLO, KOETO MOXe Aa
yBpeau KoOMMTbpa UAK Ypes AafeHOo AEeNACTBME fa Ce Pa3KPUAT AaHHM 32 MEeH U CEMENCTBOTO MU.

7. HewaTa, KOMTO NpaBA B UHTEPHET, He TpAbGBa Aa BpeAAT Ha APYrv XOpa Uan aa npoTusopeyaT
Ha yCTaHOBEHWTE NpaBuaa (4acT OT TAX Ca YypeseHU B 3aKOHM).

8. M3BecTHO MU e, ye e 3abpaHeHO Aa ce U3No/3Ba YyKA0 noTpebutencko ume, napona u
e/IeKTPOHHa noLua.

9. He nuwa 1 He KayBaM HULLLO, KOETO MOKe Aa € 06MAHO NN YHU3UTEIHO 33 MEH UAN 33 APYTH
xopa.

10. He3abaBHO MHPOpMMpPam Bb3pacTeH (poguTen, yunten, AMPEKTop), Korato nomnagHa Ha
MaTepuann, KOMTO Me KapaT [a Ce 4YyBCTBaM HeyAobHO MAM Ha MaTepuanu C BPeaHO WM
HE3aKOHHO CbAbpKaHWe, KoeTo MoXe Aa Obae nopHorpadumAa, NponoBAfBaHE Ha Hacuave wm
TepPOpPU3bM, ETHUYECKA U PENNUTMO3HA HETONEPAHTHOCT, TbProBMA C HAPKOTULM, Xa3apT U 4p.

11. He oTroBapAm Ha CbObLWEHNA, KOUTO ca OOMAHMW, 3anNalIMTENHU, HENPUAUYHU UAN Me
KapaT Aa ce yyBcTBam HeyaobHo. MHPopmupam poputennte cu/KnacHUs pbKoBOAUTEN, yuuTen,
ANPEKTOP 33 TaKMBa CbObLEHMSA.

12. AKO HAKOW me 0buKAaa AN TOPMO3U OHNAMH, He oTroBapAM. [lOKNagBamM ro Ha OTFOBOPEH
Bb3pacTeH (poauTen, yuuten, gupektop). Mora n cam aa foKnaABam, KaTo Nogam CUrHaA Ha caMua
CaWT NN HA NOCOYEHUTE afpecu:

www.gdbop.bg;

www.cvbercrime.bg;

www.spasidete.com;

www.facebook.com/bgcvbercrime;

www.safenet.bg

n ro 6nokmpam. Jobpe e Aa HanpasA BeAHara eKpaHHa CHUMKA (CKPUMHLWIOT) HA CbOTBETHMA
pa3roBOp WAW CbAbPXKAHWE KATO eNIeKTPOHHO [0Ka3aTencTBO, KOeTo npeAaBam Ha OTroBOpEeH
Bb3pacTeH (poauTen, yuuTen, AUPEKTOP).

13. BHMMmaBam, KoraTo pa3rosapsam B 4aT. [TomHs npaBun Nol: ye xopaTa OHAAMH He BMHAruM ca
Te3Mn, 32 KOUTO ce NPeaCTaBAT M MOraT Aa TbPCAT onpeaeneHa MHGopmaLma, C KOATO Aa 3n10ynoTpedbar
C MeH unu ¢ gpyrute xopa. MNpasmno No2 e, ye He NPaBA HULLO HA APYr YOBEK B MperKaTa, KoeTo He
MCKaM @ MM Ce CNYYUN U HA MEH.

14. AKo ce cnyuu ga nonagHa Ha MHbOpMaLMsa UK APYIO CbAbpKaHMe B MperkaTa, KOeTo He
MW Xapecsa UaM Me N1allm No HAKAKBbB HAaYMH, MOra Aa No4aM CUIHA/M HA AeHOHOoWHaTa M 6e3nnaTHa
HaunoHanHata TenedpoHHa nnMHMA 33 geua 116 111, Ha otaen ,KubepnpectbnHocT” Ha [ABOMN
(http://www.cybercrime.bg/bg), Ha LUeHTbpa 3a 6e3onaceH MHTepHeT Ha agpec: www.safenet.bg,
WM Ha TexHus TenedoH 124 123, nnum npes yat- moayna Ha www.safenet.bg.

15. He TpabBa ga npMemam cpeLim ¢ 11La, C KOMTO CbM Ce 3ano3Hasn/a B UHTEPHET, OCBEH cnej,
CbrnacmeTo Ha poautenute Mu. NMomHs, Ye xopaTa, C KOUTO Ce 3ano3HaBamM OHNAMH, He BMHAru ca
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Tes3un, 3a KoOMTO ce npeacTtaBaT. ONUTBam ce BMHAru Aa NpoBepaABaM [a v YOBEKbT OTCPEeLLa HauCTUHaA
€ TO3M, 33 KOroTO Ce NPeAcTaBs, Ype3 NpoBepKa No UMe, UMenN, CHAMKa M KOHTPOJIEH BbMNPOC, Ha
KOWTO 61 TPsAbGBaNo Aa 3Hae OTroBOpPa, aKo € HAUCTUHA To3U. [Tpn CbMHEHMe MOXKe Aa Nogam CUTHan
WMAM Aa NOTbpPCA CbBET npes canTa Ha LleHTbpa 3a 6e3onaceH nHTepHeT www.safenet.bg.

16. M3non3Bam HAcTPOMKKUTE 3a H€30MacHOCT M 3aluUTaTa Ha IMYHUTE AaHHU HA couMasiHUTe
MPEXKN, MOBUNHUTE NPUNOXKEHUA U Bpay3bpuTe.

17. U3nonsBam ¢yHKUMATA 3a be3onacHo cbpdupaHe. He nocewlaBam caiToBe B UHTEPHET,
KOMUTO Ca CbC CbAbPrKaHWe, HENOAXO0AALLO 32 AETCKa ayauTopus.

18. U3nonsBam TpyaHU (OAbATU, C TNABHU U ManKU OYKBKU, UMbPU U cnieumanHn 3Hauu) wm
Pa3/IMYHK 32 BCEKM CAlT Napo/IN.

19. M3non3Bam aHTUBMPYCHA Nporpama, KOATO cnesBa pefoBHO ae ce obHoBABa. 3aefHO C
OTrOBOPHUTE Bb3PACTHU (poAuUTeN, yuuTen, ANPEKTop), NoaabpyKam nocnegHuTe akTyanusmpaHu
BEPCUM HA BCUYKM MPOrPaMU N MPUNONKEHUSA.

20. AKo nonssam 06LLM KOMMNIOTPU, BUHArM nposepsaBam [ann CbmM M31A3ba/u3nsasna ot
npoduna cu, cnepd KaTo CBbPLIK Yaca. B cnyyaid, ye Hameps YCTPOMCTBO, HAa KOETO APYr YYEHUK e
paboTtnn, Ho He e 3aTBOPUN Npoduna cu, BeaHara Lie n3nAasa 6es aa npernexgam, NPOMeEHAM UK
nobaBsm MHPopmaumsa B npodpuna my.

KPATBbK PEYHUK U AONMB/IHUTE/THU CbBETU:

KAYBAHE U CNOAENAHE HA CHUMKUN — CHUMKM nan BMAEO HA AeTe, YYEHUK, poauTen,
yunTen, oUpPEKTop, MCUXONOT, PECYPCEH yunTen, 611M3KM, NpuATENN, NO3HATU UAN HEMO3HATKU UL Ca
ny6ANYHO AOCTBNHM M306paXKEHNA B UHTEPHET, KOUTO MOFaT Aa Ca KAYEHW OT PoaUTENUTE UK [PYTU
YNeHOBE Ha CeMenCTBOTO, NPUATENU, CbyyeHUuM u ap. Tesu, KouTo ca r'm cnogenunnu/Kaumnu B
WHTEPHET, MOXe A3 UMAT n3Lano fo06pn HamepeHua KbM Hero/HesA. Ho TakoBa CbabprKaHME MOXKe
@ HAKbPHABA IMYHOCTTA U AOCTOMHCTBOTO Ha nLeTOo. [IpenopbyYNTENHO e N0 HUKAKbB NOBOA, Aa He
Ce KauyBaT CHMMKM Ha AeTe, 32 KOUTO MMA M Halh MasIKOTO CbMHEHMe, Ye MoraT a My HaBpeaAaT u 6e3
Heroso cbriacue. CnogenaHeTo Ha CHUMKM e YeCTO CpeLlaHo ABNEeHME B COLMANHUTE MPEXKM, 3aTOBA
OCHOBHA MpenopbKa e Nogo6HM CHUMKM Aa ce CNOAENAT CaMOo C XopaTa OT CMMCbKA € NPUATENM Ha
4YOBEKa, KOMTO MCKA A3 KauM CHUMKATa, U oLle no-gobpe - camo ¢ rpynaTa Ha Han-61m3Ku npuatenu
OT peasiHnA XMBOT. BaXKHO e, Korato ce CHUMa CbC CMapTOH, Aa ce yBepuTe, Ye CHUMKUTE He ce
KayBaT aBTOMATU4YHO B Npodurna Ha poauTena uam geteTo B cantoBe Kato MHcTarpam, Hanpumep. B
npoduanTe CU B COLMANHUTE MPEXKM TPAOBA Aa CTe CUTYPHMU, Ye CTe HACTPOUAN AOCTbNA A0 CHUMKUTE
CU TaKa, Ye [a ce BUXKAAT Camo oT npuaTennte Bu. CbLyoTo Ce 1 3a HaCTPOMKNTE Ha 06NauHKM yeayrn,
B KOMTO Ce CbAbPKAT CHUMKM U MHPOpMaLmA.

OHNAWH (KUBEP)TOPMO3bT npeacTaBnABa M3MN0N3BaHETO Ha WMHTEPHET 3a HaHacAHe Ha
€MOULMOHaHA Bpeaa BbpXy ApYru Xopa. TOPMO3bT B MHTEPHET MOXKe Aa MMa pa3nnyHu ¢opmu. Ton
MOKe 43 MMHABA Npe3 PasnpoCTpaHsABaHe Ha NOAUTPABATENHN U 0BUAHN CHUMKN N BUAEOKAUNOBE
B CalTOBe 3a cnogensHe Ha BMAeocbAbpkKaHue Kato Vbox7 un YouTube, cb3gasaHe Ha danwmsu
npodunm c obuAHO cbabpPKaHUE B coumanHu mpexn kato Ask.fm, ®eincbyk n MHcTarpam, Kakto 1 B
CbobOLWEHNA N M300paKeHMA B MNPUIOXKEHMA 33 KOMyHUKauma Kato Ckann u Banbbp, nan B
M3npaLwaHeTo Ha 06UAHM CbOOLWEHNA N KOMEHTAPW, B CbLUUTE CalnToBe U NaaThopmu.

KPAXXBATA HA NPO®WU/T (xakHaT npodwun) npencraBnnaBa MPUCBOABAHETO Ha UyXA
notpebuTtenckn npodun B coumanHa mpexka, naatpopma 3a obuwyBaHe (Hanpumep Pelicbyk),
€/1eKTPOHHa nowa nan apyr cait. Kparkbata ctaBa Bb3MOXKHA Ype3 BAM3aHe C NPaBUIHATA Naposia 1
HeMHaTa NoAMAHA C HOBA M HEM3BECTHA 3a YOBEKA, Ha KOrOTO NPUHAANEXKN NPOPUNDBT. Bb3MOXKHO €
cnen Kpaxkbata npodunbT ga ce m3nonsesa 6e3 3HaHMETO M CbIMlaCMETO Ha MbPBOHAYANHUA
CcO6CTBEHUK. AKO Ha AeTe NoA 3aAb/XKUTeIHaTa 33 NOBEYETO COLMAHM MPEXKM Bb3pacT OT 13 roanHu
(Tasu Bb3pacT e TakaBa, 3aLW,0TO NO-FONIAMATA YACT OT MNONYAPHN COLMANTHN MPEKM Ca aMEPUKAHCKM
M NpaBuaaTa 3a NON3BaHE ca CbobpPa3eHM C aMePUKAHCKOTO 3aKOHOAATE/ICTBO) Ce Cb3AaBa cObCTBEH
npodun BB PeincbyK, MHOro € BaXXHO Npu n3bopa Ha Bb3pacT Aa ce nsbepe nog 18 roanHm, Tbil KaTo
33 HENb/IHONIETHUTE NOTPEOUTENN MMA BAaXKHWU AONBAHUTENIHU 3aLUUTW.


http://www.safenet.bg/

KPAXBATA HA JINMHU OAHHMU e Bng KOMNIOTbPHO NPecTbnieHne, Npu KoeTto ce npuaobusat
YYXKOM NIMYHU JAHHM C Len UHAHCOBA M3Mama MaK 310ynoTpeba KaTo TernieHe oT 6aHKOBA CMeTKa,
AN KaHAWAATCTBAHE 3@ KpeauT OT YyKA0 ume. Ta3n ONacHOCT NO MPUHLMM He 3acAra No-mankuTe
Aela, KOUTO He NPUTEXKABAT IMYHU LOKYMEHTU, BaHKOBM CMETKM MK KapTu. Ho npu TMiHeNgKbpuTe
Hag 14-roguMiHa Bb3pacT TO3M PUCK CTaBa aKTyaneH.

OULLUUHI ATAKUTE ca Han-pasnpocTpaHeHata ¢opma Ha MHTepHeT mamama U LMPOKO
M3MNON3BaH NOXBAT OT KOMMIOTbPHM MPECTbNHULM 33 MOJy4aBaHe Ha BarkHa MHpopmauma. Tosa
npecrbnaeHue ce Hapuua ,,onwmnur” (,phishing” — ,,3apnbasaxe”, npomnsnusa or fishing — pubonos),
3aW0TO €eNIeKTPOHHUTE CbODLLEHNs, KOMTO Ce pa3npawaTt, ca Kato ,BbAWLM” C OCHOBHA LUen
nosy4yatenuTe Aa ce ,XBaHaT” Ha TAX NOpagM CBOATA HEOMWUTHOCT U HEOCBEAOMEHOCT, KaTo UM
oTroBopAT. MNpun PULMHIra U3MamHMUUTE pa3npaLLaT eNeKTPOHHa NoLLa, KOATO NpeTeHAMpPa, Ye naBa
OT MOYTEeHa KOMMNAHUA U ce onuTea Aa ybean nonyyatensa ga gage BaXKkHa IMYHA uan GUHaHCOBA
nHbopmauma. EnekTpoHHOTO cbobLieHne 06MKHOBEHO MOIN Aa Ce U3NPATAT IMYHU JAHHU U AaHHU
3a 6aHKOBa CMeTKa B OTFOBOP M/ Aia Ce BbBeAaT Ha yebCcanT, KbM KOMTO MMa Bpb3Ka. Te3n faHHM ca
Hanpumep NOTPebUTENCKM MMEHA, MAPOAM U HOMEPa HA KPeaAUTHU KapTu.

3ALLUTA HA KOMMNMKOTHLPHUTE MPEXU OT ONACHA EJIEKTPOHHA NMOLWWA

1. He tpabBa pa ce nposaBABa WMHULMATMBA 3a MOJlyYaBaHE HA MMENN MUCMa, UHTEpHeT
CTpaHWUUM, KOUTO npegnarat 6e3nnaTHM MAW NNATEHU YCAYrM M CTOKWM, YecTo npegnarawim Aa
BM M3MNpPaTAT npomouum no e-mail. OTKaxeTe Takaga ycayra.

2. Umelin agpecsbT ce cnoaena camo npu Hy»ga. KoraTto ce npeaasa Nno eavH UAu Apyr NoBoA,
ce BHMMABaA 3a C/ieHUTe ABe Hella: MbPBO Aa/IM OPraHM3aumATa UK YOBEKDBT, KOUTO ro Noay4asar,
e BM M3NpaTW HEXeNaH MMeN; BTOPO, MOXKe /N Aa Ce pa3uunTa, Ye MMenn agpechbT HAMa Aa 6vae
AafeH Ha TpeTo nue.

3. He ce oTBapAT MmennnTe B HexenaHa nowa. HMKora He ce oTBapAainTe NpMKkayeHn pannose B
CbobLLEeHMA OT HenosHaT M3npauwady. AKO He ce Mo3HaBa uMmeTto B noneto ,0T“, He oTBapsalTe
npuKaveHua pain.

4. AKO ce No/ly4n HEOYaKBaHO CbObLLEHME CbC CTPaHEH NpUKayeH ¢ain oT NO3HAT U3npallay,
To 6M MOrno Aa cbabpKa BUpYC. MHOro 310BpeAHN NMPOrpamu ce pPasnpoCTPaHABAT 4O BCUYKM
KOHTAKTM, KOUTO HaMepAT B MOLLATA Ha 3apa3eHns KOMNITbp. TakmMBa CcboblieHMA YecTo Mmat
CTpaHHa TEMa UAWN MMe Ha NpuKadeHna dalin. Yecto ToBa e WeEroBMUTO CbobLEeHNE, HAacbpYaBaLLO
nosnyvatensa Aa BMAM KApTMHKA WMAM Oa NpoyeTe npuKadeH TeKctoBu dann. BuHarm usmnckeaute
NOTBbPXKAEHWE OT M3NpaLlayva, Nnpeaun Aa oTBopuTe CbobLeHne Uan NpuKkaveH Gainn oT TakbB BUA.

5. MNMpoBepaABa ce NbAHOTO MMe Ha npuKayveHuAa ¢ann. CKpUTUTE pasWMpPeHna oT UMEeTO Ha
¢daiina moraT ga 3abaygAaT ga oTBOpPUTE 3apaseH NpuKaveH ¢ann oT umenna. BuHarm ce nposepsnBsa
Aann MMeWNn NpUIOXKEHMEeTO MOKa3Ba MNbAHOTO MMe Ha npuKadeHuna &ana, BKAOYUTENHO
paswupeHneTo. Bupycn n yepsen morat ga ce CbAbpKaT BbB $annoBe, KOUTO U3INEKAAT KaTo
KapTUHKWN, HAaNpUmep C paswmnpeHmne .jpg. Ho € Bb3MOXKHO Aa MMAT CKPUTO paswnpeHmne, KaTo .exe
nnun .vbs KbM MMeTo Ha $aiina, KOeTo 03HaAYaBa, Ye NPUKAYeHUAT Galin He e KapTMHKA, @ NPorpama,
KOATO LWe ce CTapTMpa, WOM ce OTBOPU NpUKavyeHna dann.

6. BHMmaBa ce ¢ danwmsuTe npegynpexaeHunsa 3a supycu. danwmsurte npeaynpexgeHma 3a
BMPYCHK Ca U3BECTHM KaTo ,,hoaxes”. ToBa e ¢panwmMBo cbobLLEHME, KOETO NOABEXKAA NOTpebutennte
Aa BAPBAT, ye ca nony4nnm BMpPYC n ™ HacbpyaBa Aa npenpartaTt
npeaynpexaeHMeTo Ha BCEKMU, KOroTo NO3HaBaT.

7. He oTBapsaiTe umenn, cbabprkall, HEXenaHa peknama. Ton moxe ga bbae M3non3saH 3a
npeHacsaHe Ha Bupycu n yepseun. OT cbobpaxkeHna 3a CMrypHocT bu TpabBano Aa M3TpPUBaATE BCUYKM
peKknamHu cbobLEeHUA OT HENO3HAT M3Npalad BegHara, 6e3 ga rm otTeapsre.

8. He ce n3non3Ba camo egHa NoweHCcKa KyTua 3a BcMYKo. CneumanmctuTe no KMbepcurypHocT
NpenopbYBaT Aa Ce OTKPUBAT HAKO/IKO PA3INYHM MOLWM U A3 Ce Pas3aenaT no npeaHasHavyeHume.

9. N3bareariTe CbL0 TaKa Aa NpenpaLlLaTe NMCMa MeXAy HAKONKO BaLUM NOLLEHCKM KYTUW.

10. He e npenopbunTenHO Aa ce npenpawiat NMcma A0 HAKOJKO YOBEKa edHOBPEeMEHHO.
OcobeHo TaKkmBa, OT TMNa — ,NpenpaTteTe ro A0 7 YOBEKa M Lie BWU Ce CAyyYn Hewo xybaso“ unu



,IOMOrHeTe Ha 60/1HOTO MU AeTe, KaTo NpenpaTuUTe TOBa NMUCMO Ha MHOTO X0Opa, ean KOM CU e Mu
Aane 3a Bceku 3 umenna 5 ueHta”, Hanpumep. Tesn nucma ce pasnpocTpaHABaAT C Uen cbbupaHe Ha
OeNCTBUTENHN UMENN afpeck, TbiA KaTo Npu npenpaljaHe, KbM NMMCMOTO ce 406aBAT aBTOMATUYHO U
agpecuTte Ha npeaHuTe nosydarenn. Cnen HAKOMKO NpenpallaHuns, B e4H0 TakoBa NMCMO ce cbbupar
HAKOJIKO CTOTULM peanHn MMenn aapeca, KOMTo c/eq ToBa ce NpoAasaTt Ha pUpmM 3a cnam.

12. AKo BCe Nak UcKaTe Aa NpenpaTuTe HAKAKbB TEKCT UM MHPOoPMaUUA, KOATO CTe NOSYUYNM,
KOMMpamnTe TEKCTa M ro MsnpateTe KaTo HOBO NMcMoO. He npenpauiaiite npeaHoTo, BbMPEKN Ye €
NPUMaMIMBO No-siecHo. Taka we npeanasnte NpuaTeanTe cu oT 6baell, cnam.

13. AKo nopagn HAKAKBa MpUYNHA ObPKUTE A NpenpaTnte OPUrMHaAIHOTO NMUCMO, CAOXKeTe
aapeca B BCC (Blind Carbon Copy) BmecTo B CC. Taka HMKOM OT NoJiy4yaTeInTe Hama Aa BUam agpecure
Ha Apyrute nonyyatenu. MpuumMHaTa a ro U3nosa3BaTe HE e Aa CKPUeTe noJsiydyaTesinuTe eamH oT Apyr,
a Jga rv npeanasuTe, B C/ydan Ye aZipecHaTta KHUra Uan eNeKTPoHHaTa Nolla Ha HAKOW OT TAX CTaHe
AOCTbMHa Ha cnam-60T (Hanpumep nopaan BUPYCHa MHPEKLMA Ha KOMMIOTbPa My).

14. Mevyanba oT noTapua: He cTe cnedyenunn. CnambputTe WM3MNOA3BaT HaW-PaA3IUYHU
NPUMaM/IMBM 3al1aBUA Ha NMMCMaTa, 33 Ja HaKapar noJsy4yaTens Aa rm otsopu. MHoro notpeburtenu
HaUCTUHA OTBAPAT NoAO6HWM nucma. Jopu cnen OTBapAHETO BeAHara Aa ro U3Tpuete, CamoTo
OTBapAHE Ha NMCMOTO 61 MOrN0 Aa NOTBbPAM, Ye aAPECHT € peasieH 1 BUe CTe ro NoayyYnau.

15. OTnuceaHe oT 610N1€TUH, 33 KOMTO HE MOMHUTE Aa CTe ce 3anucBanun. YecTo cpellaH meToa,
M3M0A3BaH OT CMaMbpuTe 3@ HAMUpPAHE Ha aKTUBHMUTE MOLWLEHCKM aapecu. MN3npawa ce 610NeTUH ¢
NIMHK 3a oTnucBaHe (y») OT nosyyaBaHeTo My. OTNMCBAaMKM Ce, BCbLLLHOCT MNoOTPebuTenaT
NOTBbP)KAABA, Ye M3NO0N3BA NOLLEHCKATa KyTUA, C KOETO BeAHara BiM3a B cnam nmctute. BmecTo aa
ce oTnuceaTte, 610KMpanTe Noay4YaBaHETO Ha MMCMa OT TO3M agpec.

16. He oTtBapsinTe nucma, KOMTo ca GUWIKMHT aTakn. Han-gobpuAaT HaumH da ce 3awuTute OT
OVWKMHT aTaKKM e KaTo HUKOra He oTBapATe GULIMHI NMCMA, HO YeCTo e TPYAHO Aa Cce pasno3Hae Koe
nnucmo e GULWIMHT aTaka. MoxkeTe aa rv pasnosHaeTe no:

e O6pbuieHneTo e ,,Dear Customer” unu ,,Dear User”, a He BaweTo nme.

® B NMCMOTO NuLe, Ye akayHTbT Bu e 6bae npekpaTeH B Cly4an, Ye He NOTBbPpANUTE AaHHUTE
cu He3abaBHoO. (Hackopo cnambpuTe M3nonssaxa nogobeH noxsaT Korato CKaiin ce cpuHa 3a 1 geH.
Pa3snpocTpaHuxa CbobLEHNA, Ye CKalN We YNCTU HeaKTUBHM aKayHTU M Ce MCKalle ga ce pasnpatwm
CcbobueHne Ha noHe 15 noTpebuTensa, 3a Aa ce AOKaXKe aKTUBHOCT.)

e IMmelnbT MaBa OT aKayHT, NPUAMYALL, HO He eflHaKbB C TO3M, KOMTO M3MO0/A3Ba M3BECTHA
dvpma, opraHusaums n ap. AKo He cTe CUIYPHU 43N NUCMOTO € PULLKNHT UK He, Hal- Aobpe e aa He
oTBapATe NMHKOBE, KOUTO ca Nyb6ANKYBaHW B HErO, A Aa HanuLeTe Ha pbKa aZpeca Ha caiTa, KOUTo
BU € HeobXxoauMm.

e AKO CTe NONyyYuau TakoBa NMUCMO, 33 NpeanoynTaHe e ga 610KupaTe agpeca, OT KOUTO e
nsnpateHo. Korato ro 610KknpaTe, Bue aaBaTe yKa3aHWA HA NOLLEHCKUAT KNIMEHT, Ye TOBa € CNaM U He
TpsabBa Aa ce npuema. NoseyeTo noTpebuTenm obaye NPoCcTo U3TPMBAT CNama U TOM NPOAbAXKaBa Aa
naBa B KyTUATA.

1 Te3u npasuna ca adanmupaHu 3a deliHocmma Ha OY ,[Jumumbvp Mamescku”, kamo ca
O0CHOBAHU U3usAno Ha lMpasunama, padpabomeHu u npuemu om [JbpxasHama a2eHyus 3a 3aKkpuna
Ha dememo, 8 napmHeopcmeo ¢ [nasHa AupeKkyus ,bopba ¢ opeaHU3UpaHama npecmuvinHocm”,
HayuoHaneH yeHmuvp 3a 6e3onaceH uHMepHem, MuHucmepcmseo Ha 0b6pa3o08aHUEMO U HayKama,
PezuoHanHo ynpasneHue Ha obpazosaHuemo — Xackoso, pbKosodumenu Ha obpazosamesnHu
uHcmumyuyuu om Cvr3a Ha pabomodamesnume 8 cucmemama HA HAPOOHAMA npoceema 8
bvneapus, CopyreHuemo Ha dupekmopume 8 cpedHomo obpazosaHue Ha PenybauKka bvazapus.






